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int WINAPI WinMain (HINSTANCE hlnstance, HINSTANCE hPrevInstance,

char *1pszCommandLine, int nCmdShow)
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static void SetSystemRestorePoint (HWND hwndDlg, BOOL finalize)

SetSystemRestorePoint Bi% ELEIk, RGO R R
FHEBALKE A SHEAER S X

ZH Eayit P !

hwndD1g HWND e NHIE I A)HR NULL

finalize BOOL THBE L S FALSE
PR AT R

PRIEAR S E0d it P _SRSetRestorePoint PRIEUK 5E ld i S E .
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else
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Else
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switch(In 2 &.7%)
case AES:

R AES % H ik
case Serpent-Twofish:

%% Serpent-Twofish %5 &%k
case Twofish:

% Twofish %8 &k
case AE-Twofish:

P AE-Twofish s 5y
case Serpent-AES:

&£ Serpent-AES %5 533
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I s Sk 2 75 I
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BCHE AES 1) XTS #3;

DU 2 15 A
WP Ay AR 10
switch(Is 7y R AR )
case Whirlpool:

%+ Whirlpool 15 75 #e 5 %,
case SHA-512:

e SHA-512 M7 5
case RIPEMD-160:

#F RIPEMD-160 I 75 2 A5 20
it CBCE I SRR RN

if CBCE N %)

if (&)
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Else
Toi% 2B )
Else
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Else
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Else
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Else
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Else
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Else
TR LI
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it GEFECF I 5 Szl
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Else
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if GEFC IS
switch(In 2 &.7%)
case AES:
UEPE AES e Fik

case Serpent-Twofish:
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case Twofish:
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case AE-Twofish:
P AE-Twofish s 5y
case Serpent-AES:
£ Serpent-AES Ji1%5 533
case Twofish-Serpent:
%&£ Twofish- Serpent Jil%s 5%
case AES-Twofish-Serpent:
%+ AES-Twofish-Serpent Jil&5 532
I s Sk 2 75 I
T E BT
BCHE AES 1) XTS #3;
DU 2 15 A
e Ay AR 10
switch(Is 7y R AR )
case Whirlpool:
%+ Whirlpool 15 75 #e 5 2%,
case SHA-512:
e SHA-512 W75 5k
case RIPEMD-160:
#F RIPEMD-160 I 75 2 A5 20
it CBCE I SRR RN
if CBCE %)
if (&)
if GRS RGi% D
Else
oIk 2 e )
Else
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Else
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Else
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Else
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switch(In 2 &.7%)
case AES:
UEPE AES e Fik
case Serpent-Twofish:
%+ Serpent-Twofish JI1%5 59%
case Twofish:
% Twofish Jinss 59

case AE-Twofish:
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P AE-Twofish s 5y
case Serpent-AES:
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Else
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Else
ToiE 2 )
Else
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int

TCFormatVolume

(volatile FORMAT VOL PARAMETERS *volParams)
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volParams ZHH S — DR LE K. HEMKARRNTE:
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volumePath

bDevice

size

KA

char *

BOOL

unsigned

__int64

hiddenVolHostSize

unsigned

__int64

password

cipher

pkcsh

quickFormat

sparseFileSwitch
fileSystem

clusterSize

Password

int

int
BOOL

BOOL
int

int

X

F P ik
Tns 3 SCA

B
X5

IS NN

(LLbyte NE
7))

B& e & 5
K/ (LA byte
YoLEE D)

FH 7 %1 N 1
oy

BRI 1
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W& A %
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A

PEET

~l
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FALSE

10%1024*1024
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FALSE

TRUE
FILESYS FAT
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HWND & NIE E NULL
Iy

BOOL & e FRgEk|  FALSE
&

int 512

BOOL FALSE

TCFormatVolume PR [F] 45 5N

0 452
1 naRR M
2 7 3 R O A

static TC THREAD PROC EncryptionThreadProc (void #*threadArg)

EncryptionThreadProc A& %5 i & S 0 o< 5 pR 55
L WE SR HLE], PRI S BB B
2. MR CPU NI\ B ML SE O, i Sk i & E R R

void DecryptDataUnitsCurrentThread (unsigned  int8 *buf, const

UINT64_STRUCT  *structUnitNo, TC_LARGEST COMPILER UINT  nbrUnits,

PCRYPTO INFO ci)

DecryptDataUnitsCurrentThread PREUE SEHUINZE H kI pRE, I 5 HAR

FEETE K

THENRE N ENSEEAMAE X

SH

structUnitNo

nbrUnits

ci

Byt & 7~
unsigned  int8 BN “1237
£
UINT64 STRUCT T s w5 j 2k K
N

TC LARGEST COMPILER UINT Nbr Z5#J4k

PCRYPTO INFO e EAE B AES

DecryptDataUnitsCurrentThread pR&ETCIR [FIH .
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If (NO siifi Mount #%4H)
PR T
else
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else
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else

ANREHERK AL 5

else
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int MountVolume (HWND hwndDlg,

int driveNo,

char *volumePath,

Password *password,

BOOL cachePassword,

BOOL sharedAccess,

const MountOptions* const mountOptions,

BOOL quiet,

BOOL bReportWrongPassword) ;
NHANTRE TN E AR S X

ZH KM EPd AN

hwndD1g HWND & N & H) NULL
@L

driveNo int InE WAL 8
XS

volumePath char * P &SR C://1. txt
N & A

password Password H P & N 123456
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Y
cachePassword BOOL =N K% FALSE
17
sharedAccess BOOL FALSE
mountOptions MountOptions Jing s 1
quiet BOOL FALSE
bReportWrongPassword BOOL = h k& e TRUE
TR Y

MountVolume PR [F] 45 5 H
-1 HpP#abingk
0 INER I
1 n#E)
2 FEIL SR AN B T

R RE MR Je B 2o R AOL S RO, T DAE RE DU B B s, A2
JE AV £ BEL P SO A 2 TS 80 FH P i S BRI SO A AR AT N AELEE 31 R S0,
RIS, T RN R R I LA da N\ 65

INBE AL 2 J5 R DABISEE 52 eSO TN s DR 1 SRS, 2 s AR UL
B, BRSNS CRAFAE NS G, XD BB R, B4, £ NI
A7 i 0 S B A2 W] SEBLIKIWE 2 DCrypt 53— /A% Lo bR $30 ) 480 2 400 T 4 oK) K
UnmountVolume, #5% =" pR%0, Al A NKE DRIN . BiE I X 175 Al
755 ) E AR AR IR, FLAE I AE i v 1 R A

BOOL UnmountVolume (HWND hwndDlg, int nDosDriveNo, BOOL forceUnmount)

NHEBNRE NN SEHEMARRE X

ZH FH P Nl
hwndD1g HWND BN E 1 R) NULL

driveNo int I wE & 4 X ) 8
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=
forceUnmount | BOOL AT 15 o i) B % FALSE
24 unmounted A 1 RS EN BB IAREEL TN, N 0 IR ENZR R, Ak
T 1) Ji IR A R e g 2

1. UNMOUNT FAILED #E#% 445

2. UNMOUNT _LOCK_FAILED fnak i ke #0555 47 T 5o 38 M FLRE 3% P9 11 SC
B AEF] 55

O MG, NG AEAE I AL S T R SR PR, R
BRI, PRl P A E b EE, wREHEE RS, QRN SRR AR
17, B mRELE S, nRASREEE T, S AT E R LA A

6 HAEERE AR

6.1 Ihge
AR WE, SoRBiR s IR
6.2 MRE
JR B AH ] 1000 UG 0] 8 H 3
6.3 MIATIH
T A5 R Je P G

L. BERE IR

2. MG AT
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2. HWiAEMIREEh, KB BUETE.

6.5 B&

AREFF ATl RN SRR 8UR R E TR, B2

If (NO . MountProperties $%4H)
Tk B AL g
else
BN HERRAL R
If (NO 5 Mount Tools 424
Tk B R TR JE e
else
VNGRS gL e SN
If GEFAZ IS IET)D
B B A AR A T
If CGRFEIERIAIH S B0 N\ L 0 2 o)
If Chn A\ BT h)
BN A AT AR AZ AL T
If CUed IR ) R S )
(CRGATIIRE
else
(EEI TN A'2F
Else
T A )
else
B N BT AN BE SR H K
else
B N D AN BE o H K
If U 8 e SO BN W 4D
If Gk I ) 2 R S
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else
ANRERE R SO TN BN S A
else
PN ER N AT NG
If &G in s i SO0
If Cn N\ IEfE) %)
If (R 15 & R A Js D
If CHI N IEffR 20D
B AR I B AL STAT K
else
ANREB AR I B WA ST A K
else
AR G RS s
else
ANRE B AR I B WA ST A K

else

ANBEE 3 I AR S A2k

6.6 }2FFiZ3E

REfP 2 4R LU AT L, A s AR, LG 1) 1k
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DRAF I 5 LSO

6.10 MRES

1) I 75 R DR RE SR8 DL RN SO, s s SO B U oK
2) MulEB &0y, Bk,
3) Ml HUE 2 5 1R .

6.11 XRFKBNKBNE

FESEBRAG LT A, IR s vl AR GF b 500 55 RS &, tetn, A
[FI T P O B RN 4, P 83505 RERINEE B 1 s, 840
XG5 Z G 18 B R ISR, DA N 25 R RE A N AT [ o 7 [N I A7 i
I, At TAS SO B S B R T, 12 R BE DN e A7 i in 2 e ) SR B

int

ChangePwd (char *1pszVolume,

Password *oldPassword,

Password snewPassword,

int pkcshb, HWND hwndDlg

)
THBATRE TR SEEAR & L

ZH A X ANl
IpszVolume char * s 2 A NULL
oldPassword Password J5R 5 7

newPassword | Password B

pkcss int RN RPN 0
hwndDlg HWND BN AR NULL

ChangePwd pRZUR [A] 45 5K
0 JmEETh  FEAEAEN T, B R S T U
(I F N
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7 XA BB BEIE
7.1 Theg

WA RGN S B IR o, By, BonthResE RN, BOUER
(E-EERr= R A e

7.2 MRE
R EAFEF 1000 YR IG A 5 H B
7.3 W ANINH

INEE SO B R B MR

1 BRSCHES

2. IR T SCFF ) HotKey o

3. N 1k A DR AT BT 7

7.4 BWHmE

I A RE SUR R -

1 BRSCHES

2. IR T SCHF ) HotKey o

3. INEE AL e 75 ORAF B R

7.5 B3k

If (55 language #%411)
If CGEFESCIFHIE S M)
If Cridiifie &)
BHSFFIE S
else

AR



else
ANREARHSCHFIE S
else
AREE R
If (s Hotkey #%41)
If (Hotkey i% & &1 E)
If (Hotkey TR&ESIESR)
ARG PR B T 5
else
ANBE AR R GEBE L) ;
else
ANRE AR RS Y L)
else

ANBEAZ F R T B

I Ol A 5 B SO %)
If CGEFEGE RO E D
TN T A 1 L BSOS A 5
else
ANRE AR R SE T Y L)
else

ANBEAZ H R T B

7.6 IEFIZE

FEFP B LT B, it — 285 B B AT 2 2.
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7.7 #0O

7.8 BRE&ISZME

i N\ L ) B N L8 ) 2 S

7.9 MAER

IDRN o d- &SI N T e SNIR
2) AR R 75 1
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3) DRI AN AT e A 75 IR o

7.10 XBERBRBNE

BOOL CALLBACK LanguageD1gProc (HWND hwndDlg, UINT msg, WPARAM wParam,

LPARAM 1Param)
LanguageDlgProc B2 SLILE 5 #3010 S2 00 pR 20

THENRE FENSEEAME X

ZH R X N4l
hwndD1g HWND fE NI ARG | NULL
msg UINT X EAE AJRR 1D WM_INITDIALOG
wParam WPARAM XF 1 AR 1Y = A 2
A
1Param LPARAM Xf 1 AE AR AL 2
A

LanguageD1gProc PRI [F] 45 BN
0 g s
HABBUE Ik

8 FNFEFHIR
8.1 IhfE
AR IR AR ST, WSO, R — AL R ARSI
8.2 MgE
RS RO R e R ok
8.3 MIAIE

NI E LR
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8.4 MHImEB

PR I R

8.5 2Fi1Z4E

IR ALFD A O

RIEF A B IDEE

ZEIRPSE R R FR 58
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8.6 &N

8.7 FiE 5L

F4 IR 5 (1) 44 PR ORAF B
8.8 BR#IFEM
3N B LR AL 1D
8.9 MXER

L ARKAN R R BE A 1D 2 75 IR
2. [RE NN, HEIKANE A I
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8.10 XBRBNRBoHh

NTSTATUS DriverEntry (PDRIVER OBJECT DriverObject, PUNICODE STRING
RegistryPath)

DriverEntry pRZ & windows XN & FRdERIN R,

M SER ARG 0, HHPR, AFRERL.

TENERE:

L. BB MR T 3k B 15 R

2. JHANINEARE, UMEEHETA

3. %18 windows JXANHI RN, G &A IRP HIHAAT RREL
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